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Pixy

[ strstr ]

$ua =$ SERVER[*HTTP_USER_AGENT’] —
[ $ua ] MSIE 7

if ( strstr($ua, “MSIE 77) }
include("ie.php");
} $_SERVER[

HTTP_USER_A
GENT]

“Pixy: A Static Analysis Tool for Detecting Web Application Vulnerabilities,” Oakland 2006



Branch identification

$user agent=$ _SERVER[‘HTTP_USER_AGENT’] <—

if ( eregi("(firefox)/([0-9]{1,2}.[0-9]{1,2}.[0-9]{1,2})", $user_agent, $bv) X

Sbr =2;
}
elseif ( eregi("(msie) ([0-9]{1,2}.[0-9]{1,3})", $user_agent, $bv) )
$br =1;
}
iIndirect-tainting
if (Sbr==18&& ... { =

include("ie.php"); algorithm

}



Branch classification

deny = $_GET[‘d"]

$flash_ver =$ GET[“fI"]
if ($flash_ver < 13

print($flash_exploit);
Y

is benign!”);

o

embedded PHP
print statements

file inclusion

header manipulation

string manipulation

functions...

/




Parameters extraction

elseif ( eregi("(msie) ([0-9){1,2}.[0-9]{1,3})", Q
$user_agent, $bv) {

o ESREN

if ($br == 1 && $bv[2] < 9 ) . I s I _
include("ie.php"); [ eregi() $br =1 ]
Y T~

~ extended dependency graph
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Limitations
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