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Mo8va8on	  

•  A	  common	  task	  for	  defenders	  is	  to	  analyze	  the	  
captured	  exploits	  and	  generate	  patches,	  e.g.,	  

Honeypot	   Exploit	   Vulnerability	   Patch	  
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Scope	  of	  Work	  

•  Integer	  Overflow	  Vulnerabili8es	  

Honeypot	   Exploit	   Vulnerability	   Patch	  

Exploit	  Diagnosis	  	   Patch	  Genera8on	  

Challenge	  of	  Diagnosis	  

•  Benign	  integer	  overflows	  are	  very	  common	  in	  
binaries	  	  

Observe	  a	  stack	  
overflow	  

Find	  a	  stack	  overflow	  
vulnerability	  

Observe	  an	  integer	  
overflow	  

Find	  an	  integer	  overflow	  
vulnerability	  
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Challenge	  of	  Diagnosis	  

•  Benign	  integer	  overflows	  are	  very	  common	  in	  
binaries	  	  
– Random	  number	  genera8on,	  hash	  func8on,	  
compiler	  op8miza8on	  	  

int	  rand(void)	  {	  
	  	  	  	  next	  =	  next	  *	  1103515245	  +	  12345;	  
	  	  	  	  return	  (unsigned	  int)(next/65536)	  %	  32768;	  
}	  

A	  simple	  random	  number	  genera8on	  func8on	  
deliberately	  makes	  use	  of	  integer	  overflows	  	  	  

Challenge	  of	  Patch	  Genera8on	  

Vulnerability	  Site	  Input	  Entry	  Point	  
e.g.,	  fread()	  

Signature/Filter	  
e.g.,	  len	  of	  Input	  <	  1024	  

struct.filed	  !=0	  
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Challenge	  of	  Patch	  Genera8on	  

•  Highly	  complicated	  input	  formats	  make	  it	  very	  hard	  
to	  iden8fy	  malicious	  inputs	  at	  the	  entry	  point	  

Vulnerability	  Site	  Input	  Entry	  Point	  
e.g.,	  fread()	  

Signature/Filter	  
e.g.,	  len	  of	  Input	  <	  1024	  

struct.filed	  !=0	  

Our	  Goals	  

•  Exploit	  Diagnosis	  
– Given	  an	  exploit	  instance,	  diagnose	  whether	  it	  is	  
against	  integer	  overflow	  vulnerabili8es	  

•  Patch	  Genera8on	  
– Given	  the	  integer	  overflow	  vulnerability,	  	  generate	  
patches	  to	  temporarily	  protect	  the	  vulnerable	  
program	  
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Exploit	  Diagnosis	  

•  Intui8on:	  	  
– use	  dynamic	  taint	  analysis	  to	  track	  the	  
propaga8on	  of	  an	  overflown	  value	  	  

–  iden8fy	  harmful	  integer	  overflows	  according	  to	  
how	  the	  program	  uses	  them	  

Exploit	  Diagnosis	  

CVE-‐2012-‐2026	  (Adobe	  Flash	  Professional	  CS) 

Harmful	  or	  benign?	  
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Exploit	  Diagnosis	  

CVE-‐2012-‐2026	  (Adobe	  Flash	  Professional	  CS) 

confirm	  the	  overflow	  	  
is	  harmful	  

Another	  example	  

	  CVE-‐2012-‐1149	  (OpenOffice.Org) 
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Patch	  Genera8on	  

•  Intui8on:	  	  
– Remediate	  vulnerabili8es	  by	  reusing	  exis8ng	  error	  
handlers	  inside	  the	  program,	  rather	  than	  filtering	  
the	  malicious	  inputs	  at	  the	  entry	  point	  

Local	  Error	  Virtualiza8on	  	  

Example	  For	  Patch	  Genera8on	  

HGLOBAL	  WinSalBitmap::ImplCreateDIB(	  const	  Size&	  rSize,	  USHORT	  nBits,	  const	  BitmapPaleme&	  rPal	  )	  
{	  
...	  
	  	  
	  
	  
	  	  	  	  	  	  	  	  	  	  	  const	  ULONG	  nImageSize	  =	  AlignedWidth4Bytes(	  nBits	  *	  rSize.Width()	  )	  *	  rSize.Height();	  	  
	  	  	  	  	  	  	  	  	  	  	  const	  USHORT	  nColors	  =	  (	  nBits	  <=	  8	  )	  ?	  (	  1	  <<	  nBits	  )	  :	  0;	  
	  

	  hDIB	  =	  GlobalAlloc(	  GHND,	  sizeof(	  BITMAPINFOHEADER	  )	  +	  nColors	  *	  sizeof(	  RGBQUAD	  )	  +	  nImageSize	  );	  
..	  

	  CVE-‐2012-‐1149	  (OpenOffice.Org) 
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Example	  For	  Patch	  Genera8on	  

•  There	  is	  an	  exis8ng	  “valida8on”	  check	  in	  the	  program	  

HGLOBAL	  WinSalBitmap::ImplCreateDIB(	  const	  Size&	  rSize,	  USHORT	  nBits,	  const	  BitmapPaleme&	  rPal	  )	  
{	  
...	  
	  	  	  	  	  	  	  	  HGLOBAL	  hDIB	  =	  0;	  
	  	  	  	  	  	  	  	  if	  (	  rSize.Width()	  &&	  rSize.Height()	  )	  	  
	  	  	  	  	  	  	  	  {	  
	  	  	  	  	  	  	  	  	  	  	  const	  ULONG	  nImageSize	  =	  AlignedWidth4Bytes(	  nBits	  *	  rSize.Width()	  )	  *	  rSize.Height();	  	  
	  	  	  	  	  	  	  	  	  	  	  const	  USHORT	  nColors	  =	  (	  nBits	  <=	  8	  )	  ?	  (	  1	  <<	  nBits	  )	  :	  0;	  
	  

	  hDIB	  =	  GlobalAlloc(	  GHND,	  sizeof(	  BITMAPINFOHEADER	  )	  +	  nColors	  *	  sizeof(	  RGBQUAD	  )	  +	  nImageSize	  );	  
	  	  	  	  	  	  	  	  	  }	  
	  	  	  	  	  	  	  	  	  return	  hDIB;	  

	  CVE-‐2012-‐1149	  (OpenOffice.Org) 

Example	  For	  Patch	  Genera8on	  

•  Deploy	  patches	  at	  exis8ng	  check	  points,	  and	  reuse	  the	  
exis8ng	  error	  handling	  code	  to	  survive	  the	  amack	  

HGLOBAL	  WinSalBitmap::ImplCreateDIB(	  const	  Size&	  rSize,	  USHORT	  nBits,	  const	  BitmapPaleme&	  rPal	  )	  
{	  
...	  
	  	  	  	  	  	  	  	  HGLOBAL	  hDIB	  =	  0;	  
	  	  	  	  	  	  	  	  if	  (	  rSize.Width()	  &&	  rSize.Height()	  &&	  CurrentExecu8onContextWillNotTriggerTheIntegerOverflow())	  
	  	  	  	  	  	  	  	  {	  
	  	  	  	  	  	  	  	  	  	  	  const	  ULONG	  nImageSize	  =	  AlignedWidth4Bytes(	  nBits	  *	  rSize.Width()	  )	  *	  rSize.Height();	  	  
	  	  	  	  	  	  	  	  	  	  	  const	  USHORT	  nColors	  =	  (	  nBits	  <=	  8	  )	  ?	  (	  1	  <<	  nBits	  )	  :	  0;	  
	  

	  hDIB	  =	  GlobalAlloc(	  GHND,	  sizeof(	  BITMAPINFOHEADER	  )	  +	  nColors	  *	  sizeof(	  RGBQUAD	  )	  +	  nImageSize	  );	  
	  	  	  	  	  	  	  	  	  }	  
	  	  	  	  	  	  	  	  	  return	  hDIB;	  

	  CVE-‐2012-‐1149	  (OpenOffice.Org) 
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Pamern	  I	  
Exis8ng	  “Valida8ons”	  Before	  Integer	  Overflows	  

 if (x< 0) 
 { 
    return -1; 
 } 
 
 .... 
 
 
size = x * y* 4 + 4; 

Existing “Validation” 

Integer Overflow 
Operation 

Real	  World	  Integer	  Overflows	  

Page	  18	  

 if (Bitmap_Head.biWidth < 0) 
 { 
      g_set_error (error, G_FILE_ERROR,G_FILE_ERROR_FAILED, 
                   _("'%s' is not a valid BMP file"), 
                   gimp_filename_to_utf8 (filename)); 
      return -1; 
 } 
 
.... 
 
 
 rowbytes= ((Bitmap_Head.biWidth * Bitmap_Head.biBitCnt - 1) / 32) * 4 + 4; 
 
.... 
 
 buffer    = g_malloc (rowbytes); 

CVE-‐2009-‐1570	  (GIMP) 
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Real	  World	  Integer	  Overflows	  

Page	  19	  

if( p_sys->i_track_id < 0 ) 
{ 
    input_item_node_AppendNode( p_input_node, p_new_node ); 
    vlc_gc_decref( p_new_input ); 
    return true; 
} 
... 
 
input_item_t **pp; 
 
pp = realloc( p_sys->pp_tracklist, (p_sys->i_track_id + 1) * sizeof(*pp) ); 

CVE-‐2011-‐2194	  (VLC	  Player) 

Real	  World	  Integer	  Overflows	  

Page	  20	  

if (__builtin_expect (n == (size_t) -1, 0)) 
    /* Something wrong. 
       XXX Do we have to set `errno' to something which mbsrtows hasn't 
       already done?  */ 
    return -1; 
 
…… 
wpattern_malloc = wpattern = (wchar_t *) malloc ((n + 1) * sizeof (wchar_t)); 

CVE-‐2011-‐1071	  (Glibc) 
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Real	  World	  Integer	  Overflows	  

Page	  21	  

if (args->buffer_count < 1) { 
    DRM_ERROR("execbuf2 with %d buffers\n", args->buffer_count); 
    return -EINVAL; 
} 
  
exec2_list = kmalloc(sizeof(*exec2_list)*args->buffer_count, 
                GFP_KERNEL | __GFP_NOWARN | __GFP_NORETRY); 

CVE-‐2013-‐0913	  (Linux	  Kernel) 

•  Enhance	  exis8ng	  checks	  before	  integer	  overflows	  

Remedia8on	  Policy	  I	  

Page	  22	  

 if (x< 0) 
 { 
    return -1; 
 } 
 
 .... 
 
 
size = x * y* 4 + 4; 

 if (x< 0 || IntegerOverflowToHappen()) 
 { 
    return -1; 
 } 
 
 .... 
 
 
size = x* y* 4 + 4; 

Vulnerable	  Code	   Remediated	  Code	   
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•  U8lize	  backwards-‐slicing	  to	  iden8fy	  exis8ng	  
checks	  before	  the	  integer	  overflows	  	  

•  Use	  symbolic	  execu8on	  to	  compute	  the	  
weakest	  precondi8ons	  	  
– Check	  whether	  a	  concrete	  execu8on	  context	  
sa8sfies	  the	  vulnerability	  trigger	  condi8on	  

–  If	  so,	  force	  the	  program	  to	  run	  the	  error	  handler	  

Remedia8on	  Policy	  I	  

Page	  23	  

Pamern	  II	  
Exis8ng	  “Valida8ons”	  Aser	  Integer	  Overflows	  

Page	  24	  

size = x * y* 4 + 4; 
 
  
if (size < 0) 
 { 
    return -1; 
 } 
 
 .... 
 
 

Existing “Validation” 

Integer Overflow 
Operation 
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Real	  World	  Integer	  Overflows	  

Page	  25	  

space = dp->tdir_count * datawidth[dp->tdir_type];  
 
if (space <= 0) {  
    printf(">\n");   
    Error("Invalid count for tag %u", dp->tdir_tag); 

CVE-‐2010-‐4665	  (Lib8ff) 

Real	  World	  Integer	  Overflows	  

Page	  26	  

bitmap_size = glyph->bpr * glyph->bbx.height; 
      
if ( bitmap_size > 0xFFFFU ) 
{ 
    FT_ERROR(( "_bdf_parse_glyphs: " ERRMSG4, lineno )); 
    error = BDF_Err_Bbx_Too_Big; 
    goto Exit; 
} 

CVE-‐2012-‐1144	  (Freetype2) 
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•  Reuse	  exis8ng	  checks	  aser	  integer	  overflow	  

Remedia8on	  Policy	  II	  

Page	  27	  

size = x * y* 4 + 4; 
 
  
if (size < 0) 
 { 
    return -1; 
 } 
 
 .... 

size = x * y* 4 + 4; 
SetAlarmIfOverflowed(); 
  
if (size < 0 || AlarmIfTrue()) 
 { 
    return -1; 
 } 
 
 .... 

Vulnerable	  Code	   Remediated	  Code	   

•  U8lize	  forwards-‐slicing	  to	  iden8fy	  exis8ng	  checks	  
aser	  the	  integer	  overflows	  	  

•  Monitor	  the	  integer	  overflow	  opera8on,	  and	  set	  
an	  alarm	  variable	  if	  it	  really	  overflows	  at	  run8me	  

•  Check	  the	  alarm	  variable	  at	  the	  valida8on	  check	  
point.	  If	  the	  alarm	  is	  True,	  alter	  the	  program	  
control	  flow	  to	  error	  handler	  

Remedia8on	  Policy	  II	  

Page	  28	  
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Pamern	  III	  
Exis8ng	  “Valida8ons”	  On	  Alloca8on	  Results	  

Page	  29	  

size = x * y * 4 + 4; 
 
  
p = malloc(size); 
 
if(p==NULL) 
    goto error; 
 
 Existing “Validation” 

Integer Overflow 
Operation 

Real	  World	  Integer	  Overflows	  

Page	  30	  

  
PRUint32 destlen = ((srclen + 2)/3) * 4; 
dest = (char *)PR_MALLOC(destlen + 1); 
if( (char *)0 == dest ) 
{ 
    return (char *)0; 

CVE-‐2009-‐2463	  (Firefox) 
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Real	  World	  Integer	  Overflows	  

Page	  31	  

length=(size_t) matte_image->bytes_per_line*matte_image->height*matte_image-
>depth; 
 
matte_image->data=(char *) malloc(length); 
 
if (matte_image->data == (char *) NULL) 

CVE-‐2009-‐1882	  (ImageMagic) 

Real	  World	  Integer	  Overflows	  

Page	  32	  

skb = sock_wmalloc(sk, NET_SKB_PAD + sizeof(struct iphdr) + 
                   uhlen + session->hdr_len + 
                   sizeof(ppph) + total_len, 
                           0, GFP_KERNEL); 
if (!skb) 
    goto error_put_sess_tun; 

CVE-‐2010-‐4160	  (Linux	  Kernel) 
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Real	  World	  Integer	  Overflows	  

Page	  33	  

coef = (MYFLT *)malloc((hdr.npoles+hdr.nvals)*sizeof(MYFLT)); 
 
if (coef==NULL) { 
    printf("memory allocation failure\n"); 
    exit(1); 

CVE-‐2012-‐2106	  (CSound) 

Remedia8on	  Policy	  III	  

•  Reuse	  the	  memory	  alloca8on	  failure	  error	  code	  	  

Page	  34	  

size = x * y * 4 + 4; 
 
  
 
 
 
p = malloc(size); 
 
if(p==NULL) 
    goto error; 
 
 

size = x * y * 4 + 4; 
SetAlarmIfOverflowed(); 
 
if(AlarmIsTure()) 
    p = NULL  
else 
    p = malloc(size); 
 
if(p==NULL) 
    goto error; 
 
 

Vulnerable	  Code	   Remediated	  Code	   
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•  U8lize	  forwards-‐slicing	  to	  determine	  whether	  the	  
integer	  overflow	  will	  affect	  memory	  alloca8ons	  

•  Monitor	  the	  integer	  overflow	  opera8on,	  and	  set	  
an	  alarm	  variable	  if	  it	  really	  overflows	  at	  run8me	  

•  Check	  the	  alarm	  variable	  before	  memory	  
alloca8on.	  If	  the	  alarm	  is	  True,	  force	  the	  program	  
to	  run	  the	  branch	  for	  memory	  alloca8on	  failure	  

Remedia8on	  Policy	  III	  

Page	  35	  

System	  Overview	  
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Evalua8on	  	  

Use	  10	  programs	  on	  Windows	  to	  evaluate	  our	  system.	  	  
We	  obtained	  the	  exploit	  samples	  from	  different	  sources.	  	  

	  Amack	  Diagnosis	  Results	  

Accurately	  locate	  the	  harmful	  integer	  overflows	  
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Patch	  Genera8on	  Results	  

Successfully	  generated	  patches	  for	  the	  ten	  integer	  overflows	  using	  different	  policies	  	  

Performance	  

Generate	  patches	  in	  minutes.	  And	  Patches	  introduce	  trivial	  performance	  overhead	  
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Conclusion	  	  

•  Propose	  a	  taint-‐based	  approach	  to	  pinpoint	  
integer	  overflow	  vulnerabili8es	  from	  an	  
exploit	  instance	  

•  Propose	  local	  error	  virtualiza8on	  to	  generate	  
emergency	  patches	  for	  integer	  overflow	  
vulnerabili8es	  	  

•  Evalua8on	  with	  10	  real	  world	  programs	  shows	  
the	  effec8veness	  and	  the	  efficiency	  of	  our	  
prototype	  system	  

Limita8ons	  

•  Completeness	  and	  Soundness	  
– Detec8on	  
– Patch	  

•  It	  is	  a	  heuris8c-‐based	  system,	  and	  it’s	  purpose	  
is	  to	  provide	  a	  temporary	  protec+on	  when	  
there	  is	  no	  official	  patch	  available	  	  


